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mm^'i mmm 

B=Xi:bT, A = A^ mo dNi:A = ABmo dN®^t^$:^S^C^f^V^, 
tf^^^mz^^^XY(D±&ti^^ llfy h-f-D^X. i&SO-e^tiliJisBA^ mo 

d NODtg^^^s:;^^^^'- ^ ii vxmmmmzm. mm i x$>tnt±m 

modNhABmo d NC^M^^*$:^^«i5^- ^ ^ LTiB1tllI8&lcSl Uii 
tr%C3[)Tfe»;, _hiai&SOCDh^<Z)A = ABmo d N (Z)tS^i&f^*^JifBitSL S 
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B=Xi:LT, A = A^ mo dN^A = ABmo dNC0?gW$:55SlC:ff^VN, *^ 
*^'&MmiCj3VNTY(D_b^;{)^?> 1 tr-/ h-roi5^iT, ^ao-e^4xli±i2A2 mo 

, T'^nii-hSHA^ mo dNi:ABmo dN(^MM^:^5:^^^^-7=-^^ 

N(Z)mmM*A'«m:tf $4xT*^ e)±faA = A B m o d NCD?gB:6^0i*&S4xS ^ T<Z) 
^=foJlfBA = A2 mo d N(Z)l&f^^St^b, A = A B m o d N®?IW^^**m:^ 
$tlTA^e) Y<Olf h(D^3g^lHl^^S^'^toTri^(Z)tf »y h IC^ftSbfc A^ mo d 
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B = Xi:L/T. A = A^ mo dNi:A = ABmo dN<Z)?||^i:^tl-ftllC*fbT 

. ^ao-efenti-ttaA^ mo dN®|tm^mS:J&?^;&-7=-^i:bTSBlSllIg&tC 
Bt'Jii*. ^ffil -efetlliJisBA^ mo dNi: ABmo dN©?||^^*5:^^^ 
^-^r ^ bTffi1i:llIS&lc:^»;iitf=fe;®Tfe»;. JiffiiiraO(Z)i:^®A = ABmo 

^ jv^^^'^x[^mm^<Dmi^^ ^ ^ y '^Jkxj^mwmmz^mm^^ntc.-^xt^ 

^^t^nWLH-r^ I C:?fj-- Ko 

•^tf =E S^' 3. - ;i/^figCD >f ^ n zi > - ^ "T? ^ o T , 

±mm^itmmxitm.^itmimizmn.Bm(D^^-^mmi^^^^-^x\^mm 

[»^^ 1 3 ] 1 2 J3V>T, 
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5 n S z: i: $: # ^ ^ S V ^ n n > fcT rL - ^5? „ 

B = X^LT, A = A^ mo dNi:A = ABmo dN<Z)?g^$:5eS:tC^?^V>, 
*^<5SllticfeVNTY®±fe*^^ 1 l^^y h-ro*T, l&ao-^^tliiJifaA^ mo 

mo dNilABmo d N (DmmU^^m^^Jt^- ^ t LXmmm^KM*) 
t/%(Z)-efe»J, JiiatgrSOCDi:^®A = ABmo d NOtt^l&f^Tb^JifBilSLBftF 

[M#^16] 4^CJ3V^T. 
iffiBir-^'ffc^SMMltn.^-; Mi, A:^J$tifcX, YS:t5N Sr^Jt, A=l, 
B = XtLT, A = A^ mo dNi:A = ABmo d N<Z)?g^$:5CS^C^f^cV^, 
A^S?gl£lCj3V>TY(D±fe*^^ 1 h-f o»T, mMO X:&t\,it±mA^ mo 

. 1 T'^tlli-tiBA^ mo dNi: ABmo d N<Z>Mlt^:^$:W^^;&7=-^ i: 
UT-^®miJ^^^>^^'??ia'ISIll!^Jc5l*Jjit?t;(7)T'^^J, _hlBA = A2 mod 
N(>D?g^^|^;&^m:d$tlT*^^_fc:f2A = ABmo d N<Z>tt^*^ga$&$4x* €> 
<Z)^*JlffiA = A2 mo d N(3Dl&f^^^^b. A = A B m o d N (Z)M^MI^**m 
:^J$tlT*^e> YOlf'V h(Dm^mMmm^'^l^XM\^^y hiZMl^ht^A^ mo 
dN®?il#*^^*&$nS*T'®r^t»±fBA = ABmo d N ®g&#$:^^-rs t)® 
T*fe-5 3 Sr^tltii-r -5 v>f ^ n n > 3. - 
[»*^ 1 7 3 m^m. 1 4 lCi3V>T, 
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±mm^itmMmm.M-=i-^y hit. A:^j^tifex. yrx^n^^v^. a=i. 

B = Xt.LX. A = A^ mo d N A = ABmo d N<Z)M^i:-e4x-?*llC*f LT 

. ^ao-i?fetitf±^A2 mo dN(DmmM3^^^M^jtv^-^ tvxmnmmz 

|&3gl 1?fetLli±ffiA2 mo dN^ABmo dN<Z)?g^^||S:;t^;& 
5^~iJi ^ LTgai»ia{S&tC5(»;a2.tft)®-e^y, J:^^llOOfc^®A = ABmo 

d N ® ig^i&f^i: . ^mm-Wji^x ® - 71 - □ - Mm*'? jbfa^SL g 

1?* ^ - ^Si&f^ i: $ *i 31 i: i: -5 V >f 1? n u > tr i - ^ „ 

[0 0 0 1] 

•t^^(DX$>^o 

[0 0 0 2] 

^^^rm^-r-STA (Timing Attack ) ^(D ^^mzMUir^r^. 

mm:^j^mmm^^M^^-^^Mm^mi:m^7-t^nm(Dmiivx. nm^i o- 

6 9 2 2 2#*^fe€>o I C;tf- KlCglbTtt. 

[0 0 0 3] 

I ciu- \^i)m^9!iim^n'DX\^^^^<Dmmnmt:mmhxmm-t^:i 

TV^S„ Z:® ri:^C0V^T^i, John Wiley & sons ^± W.Rankl & W. Effing^F 
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Smart Card Handbook j (D8.5AA Passive pr tective mechanisms( 263^— V 

) \zmm^tix\>^^. 

[0 0 0 4] 

SPA ( Simple Power Analysis) ^gT'«, SI^^^®^V^, $>^\,^ 
^^t3g^4^TV^S•7^-:$f $:a?*f b, DP A (Diffrential Power Analysis) ^Xit 

[0 0 0 5] 

ftria^^tCfaS® J:-9lCTA (Timing Attack ) m^^t^^mVt^MmmMX' 

It. mm<Dmmici:^mmnm(Dmm^^x^M^-^-^^:r.iii!}^X'^-r. ±is<z) 
^ot3tmmMm.^m^mm-t^iL^^^ s pax«dp a^® 

®y D AlC <fc y ^^a.Mf^$:ff -9 =ba)lc*fbT_hia® J: "9 
[0 0 0 6] 

[0 0 0 7] 

:^miz^^^xm^-^ti^^m<D^'^Kmm^ji^(D(Dnm^mmcmmttnt. 
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[0 0 0 8] 
[0 0 0 9] 

^ I C^b- Kffl^»y:/$:i#ot)(D-efe-S„ J:fSIC:^-Ktt, S e>lcJ:IB I C:* 

-\^m^^y^(oM^^Kmm^nx^^^mm(Dmj^. inm) i o 2^ito„ m 
0 2it. ^xm2\zjz^xmm-r^^^^nmm^ycc. mmmm 

^PI/O- l/I I /O- 2/ I RQ/1-i:$tl-5o I C:*- Kli, 

[0 0 10] 

^n3>ea.-^5f) (D—m:mm(Dnm':fuy^mti^B^nx\'^^. mm(D^m^ 
•^u^y^it. ^m<DMosMmm^(Dmi^^mtz^i). #^cMm$4^^v^*^ m 

[0011] 

(JgAT#^CCPUi:V^e»^'^7^>^fe-6) 2 0 1, R OM (Read Only Memory) 2 0 6 
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R AM (Random Access Memory) 2 0 7, 2 0 8i5t ^'©IBH^fi 

/OiK-h) 2 0 2;&if*^e>^c€»„ 
[0 0 12] 

smi^-e^So cpu2oitt, mm^W'pm.mmwtitif^nomnx'^v. ty 

i^^m-r^o I2'li:^fi2 0 6, 2 0 7, 2 0 8 li, Zfaif^J^^T^-^^^m 

tiSo I/O (Affi:d) iK-h2 0 2ii, ^j-^'^^f 9 timm^nt>mnx$>^ 

So 

[0 0 13] 

-t^taiS^S 2 0 6 . 207, 208<Z)^t>, R OM 2 0 6 li, fH^|^^;{)^^ 

, R AM2 O 7®|^^li, '^^$n^<^So 
[0 0 14] 

±IB^^^14:?l =E U (JS^T. E E P ROM (Electrical Erasable Programmabl 

e Read Only Memory) 2 O 8 li, aflg^&^S^tt^ ^ 

SPlC-ggf^^tlSo 3CDE E P ROM2 0 8 tt, W^^^^S>Mt>^^ ^ I C 
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p ROM2 0 s-vuw^n^o 

[0 0 15] 

CPU20itt. [f^iD^^-^^ ^uzfu-^y'*)-t.mi^^mfS.iz:^ti^o -Tfet) 

v^fi'n^^ROM, MmisiS&, mMbS^:^* (RG6^) , I^^AXBUSIC 
^■&-rS7^>^ K^-f/t, /^j^uez-y^^^H^AHiiJiag&SrfiFO^ C P U 2 0 1 t± 
, ROM2 0 6rjti^lZi^m^nX\f^^-^^^m^li!,h. ^©^^{CMJS-r-St&f^ 
5:^?^= CPU201li. I/OJif- h 2 0 2 S:/M^TA:^J$tl^^^^-^<Z) 
^iy^ii*^, ROM2 o 6*^e>®^^-^^^llff(D^^b^c^^^5li:^S®S•?-^® 

J:^j5;7^-:$?©^*aib. RAM 2 0 7-^ EE PROM 2 0 8 lC>tJ-t ® 
[0 0 16] 

±g2CPU2 0 lit. ^Uv^^^m^2 0 5*^^^^$tl-5^:^-7^A^D 

ii$:*)oTttf^$4x-5o CPU2 0 1li, ^® I^^CDbEM^*^ P ^ ^ > ^^l/MM 
O S FEThN^^>:t^;bMMO S F E T ^ *^ ^ CMO S EIS&A^ ^fltffig^ tl 

So #^cMIS$tl3&v^7!)'^. CPU2 0iii. CMO sx^5^>r ^ -7 U ^y:/:7D 
^y y(Z)<fc-9 3&X^5^>f i}ri&f^nr|g:^CMO SX^T^^y ^Hlg&il, 'fi#m;tJ7 - 

[0017] 

^cMv^s R s Am^m^jii^izj^m-^'m^j^^^fkm^um-mi^^n^jiom^^mm 

^%=L=Ly h (n-r^n-fe^y-tJ-) 2 o 9 ^rp^lcLT v^So z:®=i-/D-fe^y-»^2 0 9 
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[0 0 18] 

mo dNS:MV^^*^ z:tltt^^<DMontgomry^ShV^fctlStf■^T;^r^ U XAIC 
.fcoTiH^^^^A^ mo d Ni: ABmo d N® 2 o(7)?^lC:$>^^S 3 ilTb^T'^S 

ofebA^ mo d N ilABmo d N^ri^Wi'So bifejb^oT, ej =OC?)i:^lC 
ttA^ mo d N®^^<Z)^IC i = O-e^S^^W^J^^S^^^f^t^n, ej =1® 
i:^fC«A^ mo d N^ABmo dNi:®^W®^lC i = 0 -efee^^^ffl^^S 

J&t)ti-5^«)fc, ej = 0 i: 1 i:ic?^fS:Lfe23t»;®m^?S?^®?^fflA^^ti 

[0019] 

> z:®||JgM«)ii::/'D-fe»y9-2 0 9-ett, iiaef-^-fb - ^#'fb2::=bicMv>^tiS 
^^miSi^m^X^ mod N(D|g^^tf^i^iC^^UIigLS6lKZ)^*^-®?S^*^ 

e)iCei =0Ttl-e=foA^ mo d Ni: ABmo dN(D|©^(?)tg^$:^tC^f?5cc) 
J:z>lZ-t^'h<DXih^. 
[0 0 2 0] 

03<i[)^>r 5 >^0{Ci3V\T> (a) lCa^-rJ:e)lC*5l5», en=l®t^lC 
itA^ mo d N©^i^^$:^TV^, e„ ©W^® 1 lCj:U^^t 1 $:^TABmo d 

N<Dm%^n^\ ^ecDm^mzi^y^^v (n-i) i^xi = o(Dmmz 



1 0 
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e„_j =0(Dm^il i^^^ V :^yh (n-2) VX i = 0 (D^^izm 
mt 3 ^UT. ^lf>y = 1 ©i^^^-^*^ mo d N©m^ 

5:^?^%, e„_2 ltC<J:»J^rat 1 $:MTABmo dN<Z)^il^$:^fV^, ^ 

©itm^lCi 5:7"^^ N (n-3) bT i = 0 CD^U^tC^K t 2 ^r^^-To 

[002 1] 

Z:©||JSM®3::fn-tJ-^y-9-2 0 9 IC^V^Tli, ±faBiP^^YCD:S.lf h e j (Z) 
IrSOXttl IC*!IM#ICa2 mo d N<Z)?g#(Z)^lC A B m o d N(Z)?il#$:^f * ^ 
J:e>tC-r-5, ®3 (b) ®e„_j = O ® ^® J: e) IC e j O (Z) t ^ tC ;j3 1"^ 

(b) ©^?>r ^ >i^0^t^04 (3!):7n-5^Y- hHCDJ; -^tC, A^ modNilA 
Brno dN(>r)M@i&#<Z)^lClj:, M^^ej ^r-g-tf^K t I'fym'P 

ABmo dNi:7j*Cl^^y NlC>l^JCfrbfcA^ mo d N(Z)|g^iJff^®^Ct*, i 
©7^;^ hiilf^i: i =0(Z)*!l^^|^t 2*^^^$tl-5M-fb$^Xfel&'f^^-f 

[0 0 2 2] 

mmx'it. ^izmm^. mmmm. m-mut^^^zru^ ^ ^*)mm-^n. 

[0 0 2 3] 

(R/W Buffer)i:C[)^C>!f- MaS&l :;b^^t"j-e>tl-5o Zl(Z)>5f- hiam 1 li. 
OTI&aCi: yf31^*^e'Sit>tlT, ej fi^^mo tj^ib\tA^ mcdNlftf^^MW 
^:^A^|^g|SA>?.MDBi: U- K^-f h.'l^y 7TS::^bTmS<Z)l^i>';«.^ CDAIC 
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fj^V- K^-< h/^^y ■7Tlc5iU3i*ti-5i:, ^(D^z^- h $:BaCTb*vMJ- 
[0 0 2 4] 

#i/i;>^i5f fc®^{c>?f-b®s&2 7b^^i-te>*iSo hiag&2 tt, lugBim^ 

^{Ciff^iJtlSABmo dNCDM^IS^li. U - K^-f b A T ^ 
[0 0 2 5] 

A^yyr (R/W Buffer)i:i?MUS^'^^fc^-r b:^n-:/#^i: bT^;^^ 

[0 0 2 6] 

mod Ni&f^®?g#^m7!)^m±sn;t^ic^-f h-f :^--:/;i/'@-^$:n'i7 
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l5[M®>?f - MUSS SiK^M*^^ v^<DT'ffim^^:*^ "IlgC^i S „ 
[0 0 2 7] 

©mfeMT'ti, l/5;?X^r-:/'n -iy^'CDU - K^>r h A 7 T (R/W Buffer)i: 
[0 0 2 8] 

OO^CD^Cff ABmo d N®Mm5^**^3f ^ - l^i^'^ ^ iC»^ii*4x 

ej *^^ai5a;e>li'fel^^^2li^tcUi/'x^CDAS:S«^-rSo 

[0 0 2 9] 

<om^mi3^B^tlX\f^^o ®9 (a) <D ^ ^ > ^'mi^XJ^ (b) (Z):7n-^^- 
t KDm^i^^'-t^nmi^ill.XA^ mo dNSr^t^LTABmo dNCD^gltlC 
[0 0 3 0] 

^CO?t^^lC i ^5^^ h (-1) LT i =0(Dfff^tC#^t 2$:^^-r 

^(Z)^%)_hiHABmo dN®tll^$:Jiif^$-e:-5„ g^^T, t^^lCe, ^^^ISIil 
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[0 0 3 1 ] 

m\%mMm^^^i-^ e) j; e) ic $ti€>„ 

[0 0 3 2] 

b n - ':fm^o^BM — f ^ - >^;i/«^T'^#? 65lic#ih-z? m^^oiz-t^o 

[0 0 3 3] 

-ox^m-i^izMhxmMmfp^n^t^a z.<Dmm.<Dmriz^^x. _hfa^>rh 



ailE# 2000-3076673 



#2 000 — 003295 



[0 0 3 4] 

LXA^ modNtABmo d N (DW-M^—M t. LX^ffjtO^O\ZVr=.m^X'% 
[0 0 3 5] 

-^m^^mii-t^m.mzMvx%'£^m^jtii^}immiZ7t-j'i-'7u-mM^m 

A-rSc ^i)^1i^±lt. ±X<omMA^ mo d Nil ABmo dN(DSI^lC 

i5\^xm—mzysr--j'^--7u-mM(Df=.9)0)mwfi^mm^n^r^mz^ ^aymm 

[0 0 3 6] 

) K:*fffrLTV>So mo dNfcABmo dN®#^^tt, sW^^^^BSP i: - 
[0 0 3 7] 

2 mo dNilABmo dNCDJ:-9^i;n:/n?||lLC^3VNTli, 
bT:;f-A-:7D-^a®fe^%®i:Mv>=fe)©2S!IS*^#^Eb:fe*^, ^icDlUgM 
iZ^^M^'^Xlt. taSBA^ modN^ABmo d N ® J: C) >''Cl?ll^lCfe V^ 
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[0 0 3 8] 

- 7 D T ^ ^ ^ :/T' S # ic ^It^ li:*- - - n - 

[0 0 3 9] 

i5f ^ - :^ - - :7 n - # # J: o T ^^li*^ :r - 7^' - 7 n - ^iOiS S: ^ o T V ^ 
[0 0 4 0] 

xy^-A--7u-^mw!W^i^mhr:Lm'^iz\t. ■^(D:t--^'^--7u-mmiz^-o 
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[0 0 4 1] 

Sfc*OD^>r ^ >^^HA^^$4XTV>S„ ia) iZm^^Olz:^mt. e„=l® 
il^lCliA^ mo dN®SI#S:^rV^, e„ (Z)f!l^<Z) 1 ICJ: U^^t 1 $:MTAB 
mo d N©SI^S:^fV^, ^(DM^^C i 5:5=^^ U > h (n-1) bTi = 0© 
^M^lC^rat 2 S:^^-r» ^^V^t?> 7j*Ctf h e^_^ =0®i:^Ji, modN 
e„_j =0(7)^0^^ i ^TT^i^y^^h (n-2) hX ± = 0 (Om 

mzmmt 3^m'^^^o^j^m.wmmzMi^x. ±m^^n^(D^mt i. t 2 

RXft3izMVxm^Bt^(Dir^~-^^^)vt>mA^ti^o 

[0 0 4 2] 

3 hXA^ mod NX«ABmo d N(Z)V>Ttl*^®?g^ 

ij^mm ^ *i s «?) ic, *i *^ t-t JittMWSrf^ izMJ& b )^m«!l?g?^*^M— S 

(b) }i\tmiz±mmw^<D^zy^-^'^)uz^\^xmmif^^^^^^izMit-t^m 

^ JVii^WA^tl^o JlSHA^ mo d NXttABmo d NOVN 

•rti-fy^o^mn-ii^^mmiz'^y^juizmm-^n^a ^<Dt^^. m.mm^x3^^}i± 

[0 04 3] 

o^»j, ^^^-l^-/if^c<^:§^#mll^5^ml^C)?i^^cJ3v^T. 015 (a) tc^ 
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^•t^oizti, t 2, t 3<Dmmtf^^x~&ii/st*). mm.^mit^^(Dr^^y^ 

(c) lC3^"r<k^tc45IlIt 1, t2, t 3<Z)^raS:^>^i=.lC^>fb$-ti:SZl 
[0 0 4 4] 

hHlC^-r 2 If h^OiScJDMT'ii^a-r^^i^SlCA^ mod 

N-A^ modN-ABmod N^&tJti - 2 i = 0 ? U jg L 

^^OMSI =fo o *^ S , 
[0 0 4 5] 

i3:/D-fe»y9-<D^^*^|§$&-r-5*T?lCA, B, N(Z)'lit$:^tl^4X3 -fe^^-y- 
^m S;^^:^ iC^a^ ^ < o L*^b^*«^. 2 If ^y h^ll^r^re)^-^, 
. Y(Z)|tlCj:or4il*J(Z)BC0'(iiB^ . B^^ Bg . B ^ :6^i^Jv|i IC U , Zltl^ 
CD^iittitrfeoTtf-lCbT. RAM^E E P R OM;& iflC^&M bT > ^03 y'' 

T ig^tfj©«ii^ig^j^iciRF^*>3^ti s origin ^ s o 

[0 04 6] 

1" ©If^y h®fS[*^2T'fe-5> 1 6jig!tT' "88" "11", 
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«8Sism««f$i^cs^?^ic)&si:^ffi!i$ti-5o z.<Dmmti. "1" *^e> "o" ^ 

[0 0 4 7] 

3b^3T'*S "8 9" ^ "1 9- ^riRj^Ufc^-^, " 1 " ®tf-/ h (Dgjt 2 CDt^- 

^ iiummmmiim^j^^. i stf^y "i" *^e, "o" 

:t7^-^lcJt'<Tm^«^*^i i^^y <5&-&c -Jigtc, mit-t^i^v h<D 

[0 0 4 8] 
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